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Contract Exchange

last edited by (3 Nat Sakimura 14 years ago

Contract Exchange WG Charter (formally TX).

(i) WG name

Contract Exchange Extension Working Group

(ii) Purpose

The purpose of this WG is to produce a standard OpenlD extension to the OpenlID
Authentication protocol that enables arbitrary parties to create and exchange a mutually-
digitally-signed "contract”. This contract can be both broadband and mobile friendly
through appropriate bindings that will be defined for each use case.

(iii) Scope
Scope of the work

Development of a specification that allows parties to exchange a mutually-digitally-signed
contract leveraging on OpenlD Authentication 2.0 and OpenlD Attribute Exchange 2.0 via the
appropriate bindings defined in the specification.
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Problems of SAML, OpenlD
Authentication 2.0, OAuth 1.0
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Early design decisions:

1. No canonicalization

2. ASCIl Armoring
3. JSON JSON Simple
4. REST Signature (JSS)

& Encryption (JSE)



Then, there was a
parallel work

Magic Signature
& JSON Token

John Panzer




And there came Mike Jones

» “You guys should come together and standardize
it at [ETF. Don’t worry. | can take care of the
editing!”

JSON Simple
Signature (JSS)

& Encryption (JSE) JWx

Magic Signature &
JSON Tokens



JWx

» JWS: JSSON Web Signature
WE: JSON Web Encrypftion
» JWT: JSON Web Token etc.
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Early design decisions:

No canonicalization
ASCIlI Armoring
JSON

=

JWx
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Early design decisions:

NoO canonicalization

1.

2. ASCIl Armoring

3. JSGIN

4,  RESH

5. JWX 2.0 '
6. Base on OAUTh¥WRAR. = * |
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Nomura Research Institute

I OpenlD Connect 2/

D Token A protocol that
JWS/IWE/JWKS defines for a client

how to request and

OAuth 2.0 for ’rhg s?;ver to ,
HTTPS provide the |ID Token




That is perfectly fit for modern
identity and access control
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The mainstream federated identity
system

» Social Login

» National Identity
# Sign in with Apple

Sign in with Google
n Log in with Facebook




The mainstream federated identity
SySTe m G Dlgltgl Identitly Ado tionw

identity

) : s FH ‘ 40 5 Sweden | BANKID
> SOClGl Logln Norway | BANKID )

» National Identity = -

The Netherlands | DIGID
95 87%

Belgium | ITSME
| son | JEEES

France | FRANCE CONNECT

Italy | SPID

- S
ugal | CHAVE MOVEL DIGITAL b . : m

@Namirial | © Namirial - All rights reserved

(Source) Based on https://www.namirial.com/en/news/state-of-play-on-
adoption-of-digital-identity-in-italy-2023-all-roads-lead-to-the-wallets/



Formed the basis of Open Finance
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How we achieved it

Listening to developer feedback FRED I« — KNV Y IZEZEITS
Solve what was not solved BRTSIEMNST=C EERRT B
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Security and Privacy Facilities



What lessons we learned that
could apply to other initiatives

Learn from History

Make it simple to read, simple to
implement for the minimum viable
case

Find the developer pain and solve it
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