Bad actors are stealing your OAuth tokens,
giving them control over your information

OAuth DPoP (Demonstration of Proof of
Possession) is what we’re doing about it
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In the next 25 minutes...

Token Theft is Real (Mike)

Proof of Possession to the Rescue (Mike)

* The Journey We’ve Been On
 Where We Are Today (DPoP)

Two New Attacks (and how DPoP thwarts them) (Pieter)

* Pre-computed Proofs and the Server-Supplied Nonce
» Authorization Code Rebinding

Call to Action (Pieter)
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Token Theft is Real
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OAuth 2.0 Tokens Typically Bearer Tokens

A Bearer Token is like cash

* |If you have It, you can use it
* Even If you stole it

Theft of bearer tokens has become a significant problem
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Proof-of-Possession Tokens a Safer Alternative

A Proof-of-Possession (PoP) Token is like your & W&o = = = =
driver’s license

* Only you can use it i pe
* Even if someone steals it, they can't use it mswt o ., ;’:’gﬂm
» Using it requires proof that it’'s yours -
The photo on your license is used for the proof

IRIVERS LICENSS
ticsnce s 1234568789  nsuen 03012007
Gare of 0 0300111957 exrires 02012011
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» Use of Bearer Tokens is defined by RFC 6750

* Currently, there’s no OAuth 2.0 standard for non-
bearer (proof-of-possession) tokens

[REC Home] [IEXT|PDE|HTML] [Tracker] [IPR] [Errata] [Info page]

PROPOSED STANDARD

Updated by: 8996 Errata Exist
Internet Engineering Task Force (IETF) M. Jones
Request for Comments: 6750 Microsoft
Category: Standards Track D. Hardt
ISSN: 2070-1721 Independent

October 2012

The OAuth 2.6 Authorization Framework: Bearer Token Usage
Abstract

This specification describes how to use bearer tokens in HTTP

requests to access OAuth 2.@ protected resources. Any party in

possession of a bearer token (a "bearer") can use it to get access to

the associated resources (without demonstrating possession of a

cryptographic key). To prevent misuse, bearer tokens need to be . .
protected from disclosure in storage and in transport. #|dent|Ver5e
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You Can’t Do That
(Proof of Possession to the Rescue)




What

* PoP demonstrates possession of cryptographic key material
when performing an operation

How

 Typically with a signature in conjunction with a token that
contains or references the PoP key used to sign

Why

* Preventing use of a leaked/stolen token

Content courtesyof @ _b ¢



* Proof-of-Possession (PoP)
* Holder-of-Key (HoOK)

» Sender-Constrained

« Key-Constrained

* Certificate-Bound

» Key-Bound

« Key Confirmation

. efc.
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« SAML 2.0 Holder-of-Key Assertion Profile — Not exactly OAuth
* OAuth 1.0 used PoP — But message signing too complicated

* OAuth 2.0 MAC draft — Used similarly complicated signing

* OAuth 2.0 HTTP Signing draft — Abandoned due to complexity
* TLS Token Binding — Some browsers declined to ship it

* OAuth 2.0 Mutual TLS — Client certs notoriously difficult to use
bringing us to...

* OAuth 2.0 DPoP — Our current stab at solving this important
problem

#identiverse



What is DPoP?

» Demonstrating Proof-of-Possession at the Application Layer

* Pragmatic application-level proof-of-possession mechanism
for OAuth 2.0 access tokens and refresh tokens
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e DPoP Proof JWT sent as an HTTP header

 Demonstrates proof-of-possession in the context of the request

Sent the same way with (mostly) the same syntax and semantics for both:
* token requests to the AS’s token endpoint
* protected resource requests

AS uses the proof to bind tokens
RS uses the proof to verify bound tokens

|--(A)-- Token Request ---------==-—=----- > |

Client | (DPoP Proof) | Authorization |
| Server |
|

DPoP: eyJ0eXAi0iJkcGOwK2p3dCIsImFsZyI6IkVTMjU2IiwiandrIjp7Imt@eSI6Ik <-(B)-- DPoP-bound Access Token ---------- I

|

|

| |
VDIiwieCI6ImwadEZyaHgtMzROViNoUk1DUKRZOXpDa@RscEIORQYVVFVZ1dWQVACR I I (token_type=DPoP) $rmmmmmmmm—————— +
NMilLCJI5I50i0VZFNGpMX@9rX282NHpiVFRsY3VOSmFGSG1ONNY5VERWC 1UWQ2R2R1TE | |
QSIsImNydiI6I1AtMjU2In19.eylqdGkiOiItOndDMOVTYzZhY2MybFRFIiwiaHRtI] | |
0iUE9TVCIsImhOdSI6ImhOdHBz0i8vc2VydmVyLmVAYWlwbGUuY29tL3Rva2Vuliwia | | Fo - *
WFOIjoXNTYyMjYyNJE2FQ. 2-GXA6T8LPAVFrg8y-FdWPBAdZdrj81giMLVGRMUVIWNQE | |--(C)-- DPoP-bound Access Token --------- >| |
4PtFLbALXi0SsX@x7NVY-FNyJK7@nfbV37xRZT3Lg I I (DPoP Proof) : ngf:;fe I

| | <-(D)-- Protected Resource --------------- | |

| | tmmmmem s +

Content courtesyof @ _b ¢



Explicitly typed

The public key to verify
the signature and
proof-of-possession is
being demonstrated

Only valid for a limited
time window relative
to creation time

Hash of the access token
(only for protected
resource access)

Server-provided nonce

value (when previously

provided by the server)
for freshness & time

{

}.

{

lltypll : lldp0p+jwt n ,

n 3 lgll . ] E5256 ] , Asymmgtric signature
"o " algorithms only
Jwk"

{
llktyll:IlECll, "CPV":"P—256",
"x":"18tFrhx-34tV3hRICRDY9zCkD1pBhF42UQUfWVAWBFs",
"y":"9VE4jf Ok _064zbTTlcuNJajHmtevOTDVrUOCdvGRDA"

} Unique identifier for

replay checking Minimal info about
the HTTP request

"Jti":"-BwC3EScbacc2lTc",

"htm" :"POST",
"htu":"https://rs.example.com/important/stuff”,
"iat": 1637259115,

"ath" :"fUHy02r2Z3DZ53EsNriWBbOxWXoaNy59IiKCAgksmQEo",
"nonce" : "ailésfth_zG.e.yffsOZ-Hv4w-7v"

Content courtesyof @ b ¢



Access Token Request

POST /token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded
DPoP: eyJOeXAiO1iJkcGOwK2p3dCIsImFsZyI6IkVTMjU2IiwiandrIjp7ImtOeSI6Ik
VDIiwieCI6ImwddEZyaHgtMzROVjNoUk1DUkRZOXpDa@RscEJoRjQyVVFVZ1dWQVdCR
/ NMiLCI5IjoiOVZFNGpmX@9rX282NHpiVFRsY3VOSmFgSG1ONnY5VERWc1UwWQ2R2R1JE
DPoP proof  QSISIMNydiI6I1AtMjU2In19.eyJqdGkiOiItQndDMOVTYzZhY2MybFRjIiwiaHRtI]
JWTin HTTP  01UE9TVCIsImh@dSI6Imh@dHBzO018vc2VydmVyLmVAYW1wbGUuUY29tL3Rva2Vuliwia
header WFOIjoxNTYyMjYyNjE2fQ.2-GxA6T81P4vfrg8v-FdWPOARzdrj8igiMLVvgRMUvVwNQg
APtFLbdLXi0SsXOX7NVY-FNyJK70ntbV37xRZT3Lg

grant_type=authorization code
&code=Splx10BeZQQYbYS6WXSbIA

&redirect uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb
&code_verifier=bEalL42izcC-0-xBkOK2vul6U-ylp9r wW2dFWIWgjz-

Content courtesyof @ _b ¢



HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-cache, no-store

Token type
indicates that  {

the access "access_token":" Kz~8mXK1EalYznwH-LC-1fBAo.4Ljp~zsPE NeO.gxU",
token is bound "token type":"DPoP",

to the DPoP "expires in":3626,

public key "refresh_token":"Q..Zkm291lexi8VnWg2zPW1lx-tgGadoIbc3s3EwM Ni4-g"

Refresh token is bound to
the DPoP public key for a
public client

Content courtesyof @ _b ¢



Refresh Token Request

POST /token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded
DPoP: eyJ@eXAiOiJkcGOwK2p3dCIsImFsZyI6IkVTMjU2IiwiandrIjp7ImtOeSI6Ik
VDIiwieCI6Imw4dEZyaHgtMzROVjNoUk1DUKRZOXpDaORscEJoRjQyVVFVZ1dWQVdCR
NMilLCJI5IjoiOVZFNGpmX@9rX282NHpiVFRsY3VOSmFqSG1ONnY5VERWc1UWQ2R2R1JE
DPoP proof  STsImNydiI6I1AtMjU2In19.eyIlqdGkiOiItQndDMOVTYzZhY2MybFRjIiwiaHRtI ]
IWTinHTTP 51 yE9TVCISImhedSI6ImhedHBZ0i8vc2VydmVyLmVAYWlwbGUUY29tL3Rva2VuIiwia
header |y FETjoXNTYyMjYIMjk2£Q. pAqut2IRDm_De6PRI3SYMGBPXpwrAk90e8cP2hjiaG50Qs

GSUKDYW7_X620BxghvYC8ynrrvZLTk41mSRroapUA

grant_type=refresh_token
&refresh_token=Q..zZkm291exi8VnWg2zPWlx-tgGadOIbc3s3EwM Nid-g

Content courtesyof @__ b _c



Protected Resource Request

DPoP-bound
(reference style)
access token
GET /protectedresource HTTP/1.1 X/////// |
Host: resource.example.org i
Authorization: DPoP Kz~8mXK1lEalYznwH-LC-1fBAo.4Ljp~zsPE_NeO.gxU i1bkm1b
DPoP: eyJ@eXAi0iJkcGOwK2p3dCIsImFsZyI6IkVTMjU2IiwiandrIjp7ImtOeSI6Ik iboundto
VDIiwieCI6ImwddEZyaHgtMzROVjNoUk1DUkRZOXpDa@RscEJoRjQyVVFVZ1dWQVdCR " the key
NMiLCI5Ijoi0OVZFNGpmX@9rX282NHpiVFRsY3VOSmFgSG1ONnY5VERWc1UwWQ2R2R1JE EMthe
QSIsImNydiI6I1AtMjU2In19.eylqdGkiO1J1MWozV191iS21jOCIMQUVCIiwiaHRtI] §m°°f

0iROVUIiwiaHR1IjoiaHROCHM6LY9YyZXNvdXJjZS51eGFtcGx1LmOyZyOwcmO0ZWNOZ
WRYZXNvdXJjZSIsImlhdCIEMTU2MFI2MjYXOHO . INhmpAX 1WwmpBvwhok4E74kWCiGB

NdavjLAeevGy32H3dbFOJbri69Nm2ukkwb-uyUI4AUg1]SskfiWIyodUCbQ 5 5

proof

Content courtesyof @__ b _c



401 with WWW-Authenticate Challenge

Example Response to a Protected Resource Request Without a Token

HTTP/1.1 401 Unauthorized
WWW-Authenticate: DPoP algs="ES256 PS256”

Example Response to a Protected Resource Request With an Invalid Token

HTTP/1.1 401 Unauthorized
WWW-Authenticate: DPoP error="invalid token",
error_description="Invalid DPoP key binding", algs="ES256”

Content courtesyof @__ b _c


https://www.ietf.org/archive/id/draft-ietf-oauth-dpop-02.html#name-http-401-response-to-a-prote
https://www.ietf.org/archive/id/draft-ietf-oauth-dpop-02.html#name-http-401-response-to-a-prote

* Option for a server-provided nonce in the DPoP proof

« “.. DPoP-Nonce HTTP header in the response supplying a nonce value to be used when sending the subsequent request.

* Value is whatever the server chooses

”

e Server contribution can ensure freshness of the proof JWT

* Defeats pre-generation

* Can help with significant client clock skew

Authorization Server nonce challenge

HTTP/1.1 400 Bad Request
DPoP-Nonce: 7c1P2Sczb-3yBHO-Z.Gv4wdxY

{

"error": "use_dpop_nonce"
"error_description”: "AS needs nonce

}

Protected Resource nonce challenge

HTTP/1.1 401 Unauthorized

WWW-Authenticate: DPoP error="use_dpop_nonce",
error_description="plz use nonce in next DPoP proof"

DPoP-Nonce: ab3d6eqG96ye0i0999Z HX42t77x

in DPoP proof"

Next nonce provided with successful response (no challenge)

HTTP/1.1 200 OK
DPoP-Nonce: 11m3n0pel7545zGPeYlbYuciQmJxj26
Content courtesyof @ _ b c
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e Authorization Server Metadata

* dpop signing alg values supported: Signals support for DPoP
with the JWS alg values the AS supports for DPoP proofs

* Client Registration Metadata

* dpop bound access tokens:Indicates that the client always uses
DPoP when requesting tokens from the authorization server

Content courtesyof @ _b ¢



* Enables end-to-end binding of the whole authorization flow

* Optional dpop jkt authorization request parameter
 SHA-256 JWK Thumbprint of the proof-of-possession public key
* AS binds the issued authorization code to the thumbprint
* AS checks the binding against the DPoP proof on code redemption

* Can be used in conjunction with PKCE as-is
e PKCE thwarts code injection
* dpop 7kt thwarts authorization code rebinding

* PAR can bind from the DPoP proof or dpop_jkt (need to be the same)

GET /authorize?response type=code&client id=s6BhdRkqt3&state=xyz
&redirect _uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb
&code_challenge=E9Melhoa20wvFrEMTJguCHaoeK1t8URWbuGISstw-cM
&code_challenge method=S256
&dpop_jkt=NzbLsXh8uDCcd-6MNwXF4W 7noWXFZAfHkxZsRGC9Xs HTTP/1.1

Host: server.example.com

Content courtesyof @ _b ¢



Ticket to Ride

DPoP progressing on the journey to an RFC
WGLC and shepherd review completed

Promising, but potential challenges ahead
remain

* Adoption of new standards is never a certainty
* Public key cryptography efficiency concerns
* Optionality of some features

Implementations appearing

Endorsed by FAPI 2.0 draft as means of sender-
constraining access tokens

Interest from many parties and applications

We’re on the verge of an OAuth 2.0 PoP token
standard!

b Qf h(\ NN

mmllinhf ull\ 1)

m Brian Campbell
Y @ _bc

auspicious sign tonight on the Vienna U-Bahn the very
same day moving DPoP to WGLC was requested
mailarchive.ietf.org/arch/msg/oauth... @dfett42
@selfissued @ve7jtb @dwaite @tlodderstedt
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Two New Attacks
(and how DPoP thwarts them)
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Attack 1:
Proof Pre-Computation Attack



N \? DPoP at a Glance

@ |dP bind client controlled
cryptographic keys to tokens

€@ Client presents public key and
proof of possession to IdP

{ €) Sender Constrained v
Access and Refresh Identity Provider

Tokens
@ Client generates fresh*
proofs
Client

*sets iat parameter to O RP accept tokens if proof of possession is valid
client clock to @ Resource Access Granted
guarantee freshness

O client presents fresh proof of Resource

Provider

possession with Access Token

Q identiverser




M DPoP Proof Pre-computation Attack

@ Client presents public key and @ 1dP bind client controlled cryptographic
proof of possession to IdP bkeys to tokens

{ QSender Constrained Access /
and Refresh Tokens Identity Provider

@Pre—compute proofs for attacker selected iat values

@ Client generates and
presents tokens and proofs
to the resource provider as
before. It may pre-compute
DPoP proofs.

Client

I ‘GDepon malware

@ txfiltrate tokens
and pre-computed

@RP verifies proof (including valid iat)
proofs off-box.

@ Present exfiltrated token

and pre-computed proof , Resource

Provider

FNN
. . @ Attacker mResource access granted _hN -
Q identiverse #identi e&,\-.la

‘‘‘‘‘

@) Time passes... \V/A




DPoP Proof Pre-computation Mitigation: Server Nonces

@ Client presents public key and @ 1dP bind client controlled cryptographic

proof of possession to IdP keys to tokens
S\/‘

{ gSender Constrained Acces
and Refresh Tokens Identity Provider

@Pre—compute proofs for attacker selected iat values

@ Client generates and
presents tokens and proofs
to the resource provider as

before.
Client
I @ Deploy malware @ RP checks proof for server supplied
@ txfiltrate tokens nonce and request a proof with a
and pre-computed fresh nonce if one is absent.

proofs off-box. @ Present exfiltrated token

@ pre—computed proof ’ Resource Proof pre-computation
attack prevented

Provider

. ; Attack RP sends server supplied nonce to attacker \
) identiverse @ @ _ . #idgf
O Time passes. . @ Attacker can't generate proof or use stolen token =
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Attack 2:
Authorization Code
Rebinding Attack




N \? DPoP at a Glance

@ |dP bind client controlled
cryptographic keys to tokens

€@ Client presents public key and
proof of possession to IdP

{ €) Sender Constrained v
Access and Refresh Identity Provider

Tokens
@ Client generates fresh*
proofs
Client

*sets iat parameter to O RP accept tokens if proof of possession is valid
client clock to @ Resource Access Granted
guarantee freshness

O client presents fresh proof of Resource

Provider

possession with Access Token

Q identiverser




PR Let's take three steps back...

QAuthorization Request &) Authenticate user and issue

— . Authorization Code (AQ)
O Authorization Response with AC
Client sends public key, DPoP Proof + AC @ dP bind client controlled
@ - 2 v cryptographic keys to

©® Sender Constrained Access and Refresh  'dentity Provider tokens
Tokens

@ Client generates
fresh proofs

Client

[ 0 Resource Access Granted
O Client presents fresh proof of Resource
Provider

O RP accept tokens if proof of possession is valid

possession with Access Token
) identiverse'
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== and take a closer look...

Authenticate user and issue
Authorization Code

S
aa——

ve IdP bind client controlled
EE—— cryptographic keys to tokens
(——

Identity Provider

9 Authorization Request

@ Authorization Response with Authorization Code (AC)

“ Client presents public key and proof of possession (+AC)

Proxy,
VPN etc.

e Sender Constrained Access and Refresh Tokens
Access Codes (and other

artefacts) end up in log files

o Client generates fresh proofs

Client
GRP accept tokens if proof of possession is valid

o Resource Access Granted

eCIient presents fresh proof of possession with Access Token
Resource
Provider

O identiverser




Authorization Code Rebinding Attack

@) Authenticate user and issue
@Authorization Request Authorization Code (AC)

@Authorization Response with AC
v @® 1dP bind keys

to tokens

Proxy,
VPN etc

Exflltrate AC
@ Attacker generates own from log file © Sender
DPoP key and DPoP proofs Constrained

- @ Attacker public key and Access and
@ Attacker creates fresh proofs DPoP Proof (+ACQ) Refresh

Tokens

Identity Provider

Attacke

Client @ Attacker presents fresh
DPoP proof & Access Token l

The Attacker re-binds the authorization code
with a DPoP key under its own control

@ Resource Access Granted

Resource
Provider

O identiverse O RP accept tokens if proof of #idﬁi\

possession is valid



Authorization Code Rebinding Attack: Mitigation

Authorization Request Oﬁggrigﬂzafc
+ DPoP JWK Thumbprint e s
— and bind it to
@ Authorization Response with (AC) the DPoP JWK
p aa——

Proxy, Identity Provider

VPN etc Exflltrate AC @idr compares
@ Attacker generates own from log file DPoP JWK with
DPoP key and DPoP proofs
y g @ Attacker public key, presented
DPoP Proof & AC

public key and
rejects the

: request if they
© Reject request don’t match.

Attacker

Authorization Code binding prevents
attackers from registering their own
DPoP keys using exfiltrated

authorization codes. Resource

Provider

Q identiverse’
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Call to Action




Protect yourself from token theft with DPoP!

Q identiverse
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