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What is OpenID Connect?

A Simple identity layer on top of OAuth 2.0

A Enables
A Enables
Awo9 { ¢
A Describe

RPs to verify identity of ensler

RPs to obtain basic profile info
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A If you have an Android phone or log in at AOL, Deutsche
Telekom, Google, Microsoft, NEC, NTT, Salesforce, Softbank,
[8YI YyUSOZ £SNAI 2yS 2NJ I K22F
OpenlD Connect
I Many other sites and apps large and small also use OpenlID Connec



OpenlD Connect Range OpeniD

A Spans use cases, scenarios

I Internet, Enterprise, Mobile, Cloud
A Spans security & privacy requirements

I From nonsensitive information to highly secure
A Spans sophistication of claims usage

I From basic default claims to specific requested claims to collecting claims
from multiple sources

A Maximizes simplicity of implementations
I Uses existing IETF specs: OAuth 2.0, JWT, etc.
I Lets you build only the pieces you need



Numerous Awards

A OpenlD Connect won 2012 European |dentityzmss
Award for Best Innovation/New Standard

T http://openid.net/2012/04/18/openid-connect
wins-2012-europeanidentity-and-cloud-award/

A OAuth 2.0 won in 2013 ool S

A JSON Web Token (JWT) & JOSE won in 201455+ =5

A OpenlD Certification program won o]
2018 Identity Innovation Award

T http://openid.net/2018/03/29/openid-certification
programwins-2018identity-innovationaward/



http://openid.net/2012/04/18/openid-connect-wins-2012-european-identity-and-cloud-award/
http://openid.net/2018/03/29/openid-certification-program-wins-2018-identity-innovation-award/

Presentation Overview OpenID

A Introduction

A Design Philosophy

A Timeline

A A Look Under the Covers

A Overview of OpenlD Connect Specs
A More OpenlD Connect Specs

A OpenlID Certification

A Resources



Design Philosophy d" OpeniD

Keep Simple Things Simple

Make Complex Things Possible




Keep Simple Things Simple | OpeniD

Userinfo endpoint for
simple claims about user

Designed to work well on
mobile phones




How We Made It Simple OpenID

A Built on OAuth 2.0
A Uses JavaScript Object Notation (JSON)
A You can build only the pieces that you need

A Goal: Easy implementation on all modern development
platforms



Make Complex Things Possible | OpeniD

Encrypted Claims

Aggregated Claims

Distributed Claims



Key Differences from OpenlD 2.0

A Support for native client applications
A Identifiers using enail address format
A UserInfo endpoint for simple claims about user
A Designed to work well on mobile p
A Uses JSON/REST, rather than XM

A Su
A Su
A Su
A Su
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port for encryption and higher
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port for distributed and aggregated claims

port for session management,

Including logout

port for selssued identity providers
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OpenlID Connect Timeline OpeniD

A Artifact Binding working group formed, Mar 2010
A Major design issues closed at 1IW, May 2011
i wSadzZ & 60N} YRSR ahLISYyL5 /2yySOué
A Functionally complete specs, Jul 2011
A 5 rounds of interop testing between 2011 and 2013
I Specifications refined after each round of interop testing
A Won Best New Standard award at EIC, April 2012
A Final specifications approved, February 2014
A Errata set 1 approved November, 2014
A Form Post Response Mode spec approved, April 2015
A OpenlID 2.0 to Connect Migration spec approved, April 2015
A OpenlD Provider Certification launched, April 2015
A Relying Party Certification launched, December 2016
A[232dzl LYLX SYSYUGSNXa 5N} Fda | LIWINPYSRZ alt
A OpenlD Certification program won Best Identity Innovation award, March 2018



A Look Under the Covers OpeniD

A ID Token

A Claims Requests

A UserInfo Claims

A Example Protocol Messages



ID Token OpenID

A JWT representing logged session

A Claims:
i iss clssuer
i sub ¢ Identifier for subject (user)
i aud ¢ Audience for ID Token
i iat ¢ Time token was issued
i exp ¢ Expiration time
i nonce ¢ Mitigates replay attacks



ID Token Claims Example OpenID

"Iss": "https://server.example.com"”,

"sub": "248289761001",

"aud": "Oacf77d4 - b486 - 4c99 - bd76 - 074ed6a64ddf",
"lat": 1311280970,

"exp": 1311281970,

"nonce™:"n - 0S6_WzA2M|"



Claims Requests OpenID

A Basic requests made using OAuth scopes:
i openid ¢ Declares request is for OpenID Connect
i profile ¢ Requests default profile info
i email ¢ Requests email address & verification status
i address ¢ Requests postal address
i phone ¢ Requests phone number & verification status
i offline_access ¢ Requests Refresh Token issuance

A Requests for individual claims can be made using JSON
claims € NBIljdz<Sau LI NI YSUSNJI



Userinfo Claims

A sub

A name

A given_name

A family_name
A middle _name
A nickname

A
A
A

oreferred_username
orofile
picture

A website

A gender

A birthdate

A locale

A zoneinfo

A updated_at

A email

A email_verified

A phone_number

A phone_number_verified
A address

OpenlD



Userinfo Claims Example OpenID

"sub": "248289761001",

"name”;: "Jane Doe",

"given_name": "Jane",

"family_name": "Doe",

"email": "jJanedoe@example.com",
"emall_verified": true,

"picture": "http://example.com/janedoe/me.jpg"



Authorization Request Example ¢ OpenID

https://server.example.com/authorize
?response_type=id_token%?20token
&client_id=0acf77d4 - b486 - 4c99 - bd76 - 074ed6a64ddf
&redirect_uri=https%3A%2F%2Fclient.example.com%2Fcb
&scope=openid%20profile
&state=afOifjsldkj
&nonce=n - 0S6_WzA2M|



Authorization Response Example |~ OpeniD

HTTP/1.1 302 Found

Location: https://client.example.com/cb
#access token=mF_9.B5f -4.1JgM
&token type=bearer
&id_token=eyJhbGzI1NiJ9.eyJz9GInw9J.F9 - V4lvQ0Z
&expires_in=3600
&state=afOifjsldkj



Userinfo Request Example OpeniD

GET /userinfo HTTP/1.1
Host: server.example.com
Authorization: Bearer mF_9.B5f - 4.1JgM



OpenlD Connect Specs Overview| - OpenlD

4 Feb 2014
OpenlD Connect Protocol Suite http://openid.net/connect

. Dynamic Client
Core Discovery Registration
Minimal ,
Dynamic
Session Form Post
Management Response Mode

Complete

Underpinnings

OAuth 2.0 OAuth 2.0 OAuth 2.0 OAuth 2.0 OAuth 2.0
Core Bearer Assertions JWT Profile Responses

JWT JWS JWE JWK JWA WebFinger




Additional Final Specifications (1 of2) OpeniD

A OpenlID 2.0 to OpenID Connect Migration

I Defines how to migrate from OpenID 2.0 to OpenlD Connect

AHas OpenID Connect identity provider also return OpenlID 2.0 identifier,
enabling account migration

I http://openid.net/specs/openidconnectmigrationl 0.html

I Completed April 2015

I Google shut down OpenID 2.0 support in April 2015

I Yahoo, others also plan to replace OpenlD 2.0 with OpenID Connect



http://openid.net/specs/openid-connect-migration-1_0.html

Additional Final Specifications (2 of2) OpeniD

A OAuth 2.0 Form Post Response Mode

I Defines how to return OAuth 2.0 Authorization Response parameters
(including OpenlD Connect Authentication Response parameters) using
HTML form values autsubmitted by the User Agent using HTTP POST

il GF2NY LI2aidé OoOAYy-RHeaioR f A1S {! a]
A An alternative to fragment encoding

I http://openid.net/specs/oauthv2-form-postresponsemode-1 0.html

I Completed April 2015

I In production use by Microsoft, Ping Identity



http://openid.net/specs/oauth-v2-form-post-response-mode-1_0.html

Session Management / Logout
(works In progress)

A Three approaches being pursued by the working group:

I Session Management

A http://openid.net/specs/openidconnectsessionl 0.html

A Uses HTML5 postMessage to communicate state change messages between OP and RP iframes
I FrontChannel Logout

A http://openid.net/specs/openidconnectfrontchannetl 0.html

A Uses HTTP GET to load image or iframe, triggering logout (similar to SAIR&d&YSEion)
I BackChannel Logout

A http://openid.net/specs/openidconnectbackchannell 0.html

A Serverto-communication not using the browser

A Can be used by native applications, which have no active browser

A Unfortunately, no one approach best for all use cases
A. SOFYS LYLX SYSY(iSNXa 5N Fia
i LOQa o62dzi GAYS FT2NJ GKSY G2 o0S
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http://openid.net/specs/openid-connect-session-1_0.html
http://openid.net/specs/openid-connect-frontchannel-1_0.html
http://openid.net/specs/openid-connect-backchannel-1_0.html

Federation Specification
(work In progress)
A Roland Hedberg created OpenID Connect Federation
specification
I http://openid.net/specs/openidconnectfederationl 0.html

A Enables establishment and maintenance of rapitity
federations using OpenlD Connect

A Defines hierarchical JS@idsed metadata structures for
federation participants

A Prototype implementations being interop tested w/ each other
Al ANBSYSYUd +Fd hLISYL5 22N)]akKzl
Uz LINEPINBlaa G2 O0SAY3A |y LYLI
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http://openid.net/specs/openid-connect-federation-1_0.html

What is OpenlD Certification? OpenID

A Enables OpenID Connect implementations to be certified as
meeting the requirements of defined conformance profiles

I Goal Is to make higguality, secure, interoperable OpenlD Connect
Implementations the norm

A An OpenlID Certification has two components:
I Technical evidence of conformance resulting from testing
I Legal statement of conformance

A Certified implementations can
dzaS U(UKS ahLISYL5 [/ S



What value does certification provide? | OpenlD

A Technical:

i Certificationi SaGAy3 IABSa& O2YyFARSYOS

I No custom code required to integrate with implementation

| Betterfor all parties

I Relying parties explicitly asking identity providers to get certified
A Business:

I Enhances reputation of organization and implementation

I Shows that organization iIs taking interop seriously

I Customers may choose certified implementations over others



What can be certified now? OpeniD

A Five conformance profiles of OpenlD Providers:
I Basic OpenlD Provider
I Implicit OpenID Provider
I Hybrid OpenlD Provider
I OpenlD Provider Publishing Configuration Information
I Dynamic OpenlID Provider

A Five corresponding conformance profiles of OpenID Relying Parties:
I Basic Relying Party
I Implicit Relying Party
I Hybrid Relying Party
I Relying Party Publishing Configuration Information
I Dynamic Relying Party



Who has achieved OP Certification?

A OpenlID Provider certifications at
http://openid.net/certification/#OPs S —
I 174 profiles certified for S

57 implementations by
49 organizations

A Recent additions:

I AuthO, CA, Classmethod, Cloudentity,
Connect2id, Curity, Hanscan, Identity
Automation, KSIGN, Library of Congress,
Mvine, NRI, NTT, OGRS, OpenAthens,
Optimal Idm, ProSiebenSat.1, Michael
Schwartz, Filip Skokan, WSO2

A Each entry link to zip file with test
logs and signed legal statement

I Test results available for public
Inspection

OpenlD



http://openid.net/certification/#OPs

Who has achieved RP Certification?" OpeniD

A Relying Party certifications at

http://openid.net/certification/#RPs "
i 44 profiles certified for B
18 implementations by |
16 organizations S —
A Recent additions:
i Brock Allen, Damien Bowden, =

\\\\\\\\\\\\\

F5 Networks, Janrain, Karlsruher
Institut fir Technologie, Tom Jones:---
KSIGN, Manfred Steyer, NRI,
martZone IAM

aaaaaaaaaaaaaaaaaaaaaaa


http://openid.net/certification/#RPs

A Very International Effort OpenID

A European programmers developed and operate the
certification test suite:

I Roland Hedberg, Sweden
I Hans Zandbelt, Netherlands
I Filip Skokan, Czech Republic
A OpenlD Connect leadership also very international:
I Nat Sakimura, Japan
I John Bradley, Chile
I Michael Jones, United States




Use of SelCertification OpeniD

A OpenlID Certification uses sefrtification
| Party seeking certification does the testing
I (rather than paying a 3rd party to do the testing)

A Simpler, quicker, less expensive, more scalable than 3rd party
certification

A Results are nonetheless trustworthy because
I Testing logs are made available for public scrutiny

I Organization puts its reputation on the line by making a public
declaration that its implementation conforms to the profile being
certified to



How does OpenlD Certification work? OpeniD

A Organization decides what profiles it wants to certify to
i C2NJ AyaldlyOSs 4.1 a8A0 htéx a/ 2y FA3I ht
A Runs conformance tests publicly available at
http://op.certification.openid.net/or http://rp.certification.openid.net/

A Once all tests for a profile pass, organization submits certification request
to OpenlD Foundation containing:

I Logs from all tests for the profile
I Signed legal declaration that implementation conforms to the profile

A Organization pays certification fee (for profiles not in pilot mode)
A OpenlD Foundation verifies application is complete and grants certificatior

A OIDF lists certification dittp://openid.net/certification/ and registers it in
OlXnet anhttp://oixnet.org/openid-certifications/



http://op.certification.openid.net/
http://rp.certification.openid.net/
http://openid.net/certification/
http://oixnet.org/openid-certifications/

What does certification cost? OpeniD

A Not a profit center for the OpenlD Foundation
I Fees there to help cover costs of operating certification program

A Member price
i $200 per new deployment

A Non-member price
i $999 per new deployment
i $499 per new deployment of an alreadgrtified implementation

A Covers as many profiles as you submit within calendar year
A New profiles in pilot mode are available to members for free
A Costs described dtttp://openid.net/certification/fees/



http://openid.net/certification/fees/

Example Testing Screen OpeniD

e(' w@ https://op.certification.openid.net60706/opresult O ~ (@ Symantec Corporation [US] (v} H \g OpenlD Certification OP Te... ‘ |

File Edit View Favorites Tools Help

. OPuinshes openid-configuration discovery information [Config, Dynamic] (OP-Discovery-Config)
o OKeys in OP JWKs well formed [Config, Dynamic] (OP-Discovery-JWKs)
. OVerify that claims_supported is published [Config, Dynamic] (OP-Discovery-claims_supported)

. OVerify that jwks_uri is published [Config, Dynamic] (OP-Discovery-jwks_uri)

request_uri Request Parameter
. OSuppcrt request_uri request parameter with unsigned request [Basic, Implicit, Hybrid] (OP-request_uri-

Unsigned)

request Request Parameter
. OSupport request request parameter with unsigned request [Basic, Implicit, Hybrid, Dynamic] (OP-request-

Unsigned)

claims Request Parameter

. OCIa\ms request with essential name claim [Basic, Implicit, Hybrid] (OP-claims-essential)

Legends

The test has not be run

Success

Warning, something was not as expected

Failed

©e00e

The test flow wasn't completed. This may have been expected or not|

Signals the fact that there are trace information available for the test




