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What is OpenID Certification?

ÅOpenID Certification enables OpenID Connect 
implementations to be certified as meeting the requirements 
of defined conformance profiles

ÅAn OpenID Certification has two components:

ïTechnical evidence of conformance resulting from testing

ïLegal statement of conformance

Å/ŜǊǘƛŦƛŜŘ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴǎ Ŏŀƴ ǳǎŜ ǘƘŜ άhǇŜƴL5 /ŜǊǘƛŦƛŜŘέ ƭƻƎƻ



What value does certification provide?

ÅTechnical:
ïCertificationǘŜǎǘƛƴƎ ƎƛǾŜǎ ŎƻƴŦƛŘŜƴŎŜ ǘƘŀǘ ǘƘƛƴƎǎ ǿƛƭƭ άƧǳǎǘ ǿƻǊƪέ

ïNo custom code required to integrate with implementation

ïBetter for all parties

ïRelying parties explicitly asking identity providers to get certified

ÅBusiness:
ïEnhances reputation of organization and implementation

ïShows that organization is taking interop seriously

ïCustomers may choose certified implementations over others



What can be certified now?

ÅFive conformance profiles of OpenID Provider implementations 
defined:

ïBasic OpenID Provider

ïImplicit OpenID Provider

ïHybrid OpenID Provider

ïOpenID Provider Publishing Configuration Information

ïDynamic OpenID Provider



Who has achieved OpenID Certification?

ÅCertifications listed at 
http://openid.net/certification/

Å90 profiles certified for
28 implementations by
26 organizations

ÅRecent additions:
ïSpark Platform, NEC, SecureAuth, 

Clareity Security, University of Chicago 
(for Shibboleth overlay!), Auth0, and 
Okta

ÅEach entry in table a link to zip file 
containing test logs and signed legal 
statement of conformance
ïTest results available for public 

inspection

http://openid.net/certification/


How does OpenID Certification work?

ÅOrganization decides what profiles it wants to certify to
ïCƻǊ ƛƴǎǘŀƴŎŜΣ ά.ŀǎƛŎέΣ ά/ƻƴŦƛƎέΣ ŀƴŘ ά5ȅƴŀƳƛŎέ

ÅRuns conformance tests publicly available at 
http://op.certification.openid.net/

ÅOnce all tests for a profile pass, organization submits certification request 
to OpenID Foundation containing:
ïLogs from all tests for the profile

ïSigned legal declaration that implementation conforms to the profile

ÅOpenID Foundation verifies application is complete and grants certification

ÅOIDF lists certification at http://openid.net/certification/ and registers it in 
OIXnet at http://oixnet.org/openid-certifications/

http://op.certification.openid.net/
http://openid.net/certification/
http://oixnet.org/openid-certifications/


Use of Self-Certification

OpenID Certification uses self-certification
ïParty seeking certification does the testing

ï(rather than paying a 3rd party to do the testing)

ÅSimpler, quicker, less expensive, more scalable than 3rd party 
certification

ÅResults are nonetheless trustworthy because
ïTesting logs are made available for public scrutiny

ïOrganization puts its reputation on the line by making a public 
declaration that its implementation conforms to the profile being 
certified to



Example Testing Screen



Log from a Conformance Test


