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What is OpenlD Certification? OpenlD

A OpenlID Certification enables OpenlID Connect
Implementations to be certified as meeting the requirements
of defined conformance profiles

A An OpenlID Certification has two components:
I Technical evidence of conformance resulting from testing
I Legal statement of conformance
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What value does certification provide?- OpenlD

A Technical:

i Certificationd SadGAy3 IABSE O2yFARSYOS

I No custom code reqguired to integrate with implementation

| Betterfor all parties

I Relying parties explicitly asking identity providers to get certified
A Business:

I Enhances reputation of organization and implementation

I Shows that organization iIs taking interop seriously

I Customers may choose certified implementations over others



What can be certified now? OpenlD'

A Five conformance profiles of OpenID Provider implementation:
defined:
I Basic OpenlD Provider
I Implicit OpenlID Provider
I Hybrid OpenlD Provider
I OpenlID Provider Publishing Configuration Information
I Dynamic OpenlD Provider



Who has achieved OpenID Certification? ©peniD

A Certifications listed at
http://openid.net/certification/

A 90 profiles certified for

Dominick Baier & Brock Alle

28 Implementations by

Thierry Habart

26 organizations e

A Recent additions:
I Spark Platform, NEC, SecureAuth,

Clareity Securlty Unlver5|ty of Chlcag®

(for Shibboleth overlay!), AuthO, and
Okta

A Each entry in table a link to zip T —
containing test logs and signed Iegal;;;f
statement of conformance @ -

SecureAuth

I Test results available for public o

Inspection

Matias Woloski

Google Federated Identity

impleldentityServer V2.0.0

Spark Platform

NC7000-3A-0C

Summer 2015 Release

Auth0

OP Basic OP Implicit OP Hybrid OP Config OP Dynamic



http://openid.net/certification/

How does OpenlD Certification work? OpenlD

A Organization decides what profiles it wants to certify to
i C2NI AYallyOSs d.lar0éz a/ 2yFAITEST | YF
A Runs conformance tests publicly available at
http://op.certification.openid.net/
A Once all tests for a profile pass, organization submits certification request
to OpenlD Foundation containing:
I Logs from all tests for the profile
I Signed legal declaration that implementation conforms to the profile
A OpenlD Foundation verifies application is complete and grants certificatior

A OIDF lists certification dittp://openid.net/certification/ and registers it in
OlXnet ahttp://oixnet.org/openid-certifications/



http://op.certification.openid.net/
http://openid.net/certification/
http://oixnet.org/openid-certifications/

Use of SelCertification OpenID

OpenlD Certification uses sekrtification
I Party seeking certification does the testing
I (rather than paying a 3rd party to do the testing)
A Simpler, quicker, less expensive, more scalable than 3rd party
certification
A Results are nonetheless trustworthy because
I Testing logs are made available for public scrutiny

I Organization puts its reputation on the line by making a public
declaration that its implementation conforms to the profile being
certified to



Example Testing Screen
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File Edit View Favorites Tools Help

File Edit View Favorites Tools Help

OpenlD Certification OP Tests

Explanations of legends at end of page

You are testing using:

« Basic (code)

+ Dynamic discovery

+ Static registration

+ crypto support ['sign’]

If you want to change this you can do it here

Chose the next test flow you want to run from this list:

Response Type & Response Mode
. OAuthorization request missing the response_type parameter [Basic, Implicit, Hybrid] (OP-Response-Missing)

. ORequest with response_type=code [Basic] (OP-Response-code)

ID Token
. ODoes the OP sign the ID Token and with what [Basic, Implicit, Hybrid] (OP-IDToken-Signature)

. OIDToken has kid [Basic, Implicit, Hybrid] (OP-IDToken-kid)

Userinfo Endpoint
. OUserInfo Endpoint access with POST and bearer body [Basic, Implicit, Hybrid] (OP-Userinfo-Body)
. OUserInfo Endpoint access with GET and bearer header [Basic, Implicit, Hybrid] (OP-Userinfo-Endpoint)

. OUserInfo Endpoint access with POST and bearer header [Basic, Implicit, Hybrid] (OP-Userlnfo-Header)

. OPuinshes openid-configuration discovery information [Config, Dynamic] (OP-Discovery-Config)
o OKeys in OP JWKs well formed [Config, Dynamic] (OP-Discovery-JWKs)
. OVerify that claims_supported is published [Config, Dynamic] (OP-Discovery-claims_supported)

. OVerify that jwks_uri is published [Config, Dynamic] (OP-Discovery-jwks_uri)

request_uri Request Parameter
. OSuppcrt request_uri request parameter with unsigned request [Basic, Implicit, Hybrid] (OP-request_uri-

Unsigned)

request Request Parameter
. OSupport request request parameter with unsigned request [Basic, Implicit, Hybrid, Dynamic] (OP-request-

Unsigned)

claims Request Parameter

. OCIa\ms request with essential name claim [Basic, Implicit, Hybrid] (OP-claims-essential)

Legends

The test has not be run

Success

Warning, something was not as expected

Failed

©e00e

The test flow wasn't completed. This may have been expected or not|

Signals the fact that there are trace information available for the test




Log from a Conformance Test

Test info

Profile: {'openid-configuration': 'config', 'response_type": 'code’, 'crypto”: 'sign’, 'registration”: "static'}

Timestamp: 2015-04-07T02:58:53Z

Test description: Keys in OP JWKs well formed [Config, Dynamic]

Test ID: OP-Discovery-JWKs
Issuer: https://stsadweb.one. microsoft.com/adfs

Test output

__ After completing the test flow:
[verify-base64url]
status: OK

description: Verifies that the base64 encoded parts of a JWK is in fact baseédurl encoded and not

[check-http-response]
status: OK

= END =

Trace output

0.000288 ——--—---—--- DiscoveryRequest

oo

"claims_parameter_ supported": false,
"claims_supported": [
waud"

"exp",
"auth_time",
"nonce",

"at hash",
"c_hash",
"sub"
"upn",
"unigque_name",
"pwdiuri" .
"pwd exp",

1,

"grant types supported": |
"authorization code”,
"refreshitoksnﬁ,

"client credentials",

"urn:ietf:params:oauth:grant-type:jwt-bearer",

"implicit"™,
"password"

1.

"id_token_signing_alg_values_supported™:

"RS256"
1.

"issuer": "https://stsadweb.one.microsoft.com/adfs",
stsadweb.one.microsoft.com/adfs/discovery/keys",

https://

svtad"s Falea

just baseéd encoded

description: Checks that the HTTP response status is within the 200 or 300 range

.000299 Provider info discover from 'https://stsadweb.one.microsoft.com/adfs"'

.000305 ——> URL: https://stsadweb.one.microsoft.com/adfs/.well-known/openid-configuration

.426715 ProviderConfigurationResponse:
"access_token_issuer": "http://stsadweb.one.microsoft.com/adfs/services/trust”,
"authorization endpoint™: "https://stsadweb.one.microsoft.com/adfs/oauth2/authorize/",

OpenID



