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The Problem With Bearer Tokens

One truthnd alie



Token Binding Solution

A Token Binding enables data structures to be cryptographically
bound to a particular TLS channel

I Making them no longer bearer tokens
I Prevents them from being used in unintended ways
A Data structures that can be Token Bound include:

I Browser cookies, ID Tokens, access tokens, refresh tokens,
authorization codes

A Presentation will discuss:
I Token Binding mechanisms
I Kinds of threats they mitigate
I Current deployment status
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Hello! Do you like my extension?

Dierks & Rescorla

RFC 5246

Client

ClientHello

Certificatex*
ClientKeyExchange
CertificateVerify=*
[ChangeCipherSpec]
Finished

Application Data

Figure 1.

* Indicates optional
always sent.

Standards Track [Page 35]
TLS Bugust 2008
Server
-------- >
ServerHello
Certificate*
ServerKeyExchange*
CertificateRequest>*
L — ServerHelloDone
-------- >
[ChangeCipherSpec]
Cmmmmmmmm Finished
Cmmmm > Application Data

Message flow for a full handshake

or situation-dependent messages that are not

struct {

ProtocolVersion client_version;
Random random;
SessionID session_id;
CipherSuite cipher_suites<2..2%16-2>;
CompressionMethod compression_methods<l..2"8-1>;
select (extensions_present) {
case false:
struct {};
case true:
Extension extensions<0..2%16-1>;

struct {

}

ProtocolVersion server_version;
Random random;
SessionID session_id;
CipherSuite cipher_suite;
CompressionMethod compression_method;
select (extensions_present) {
case false:
struct {};
case true:
Ex

ServerHello;

2008

2008



Client

Do you support Token Binding?

TLS Handshake

ClientHello

token_binding [24]
token_binding_version [1,0]
key_ parameters_list [2,0]

ServerHello

token_binding [24]
token_binding_version [1,0]
key parameters_list [2]

Server

Key Parameters:
(0) rsa2048 pkcsl.5
(1) rsa2048 pss
(2) ecdsap256

Also need extenstions:
Extended Master Secret
Renegotiation Indication



Token Binding over HTTPS

HTTP Request

GET /stuff HTTP/1.1

Host: example.com

Sec- Token- Binding: AIKAAgBBQLgtRpWFPN66kxhxGrtaKrzcMtHwW7HV8

Cli yMk_- MARXJIXbDMYxZCWnCASRRrmHHHL5wmpP3bhYtOChRDbsMapfh_QAQ Server
lent N1He3FtjdWa_ S fzZVns4dsalfj6aBoMSQW6rLs19llvHze7LrGjKyCfPT

KXjajebxp - TLPFZ(icOJTqTYS_OMBAAAA

A Encoded Token Binding Message

i (1 or more) Token Bindings
A Type (provided / referred)

A Token Binding ID (key type and public key)

A Signature over type, key type, and EKM @ifdrted KeyingMaterial)
A Extensions

A Proves possession of the private key on the TLS connection
A Keys are longjved and span TLS connections



Browser cookies low hanging fruit

secure HttpOnly



Binding Cookies

: -
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A Server associates Token Binding ID with cookie & checks on subsequent u

A Augments existing authentication and session mechanisms
A Transparent to users

A Deployment can be phased in



What about federation?

CKSNBEQa |y 1 ¢¢t NBaALRYyaS KSFRSNI F2NJ 0KFdGH ¢Stfa
between itself and the RP (referred) in addition to the one used between itself and the IDP (provided).

Relying Party (RP) |dentity Provider (IDP)

GET/HTTP/1.1

Host: idp.example.com

Sec- Token- Binding: ARIAAgBBQB - XOPf5ePIf7ikATIAFEGOS503
IPmMRfkyymzdWwHCXIOnjjxC3DOE_OVfBNgriQxzIfkF7tWby2Zfya

HTTP/1.1 302 Found E6XpwTsAQBYghFX78vMOgDX_Fd_b2dIHyHIMmkIz8iIMVBY _reM980
Location: https://idp.example.com UaJFz5IB7PG9nZ11j58LoG5QhmQol9NXYktKZRXxrYAAAECAEFAdU
Include - Referred - Token- Binding - ID: true FTnfQADkn1uDbQnvJEk60Qs38L92gKQ glYadLoDIKe2h53hSiK

wlP98iRj_unedkNkAMyg9e2mY4Gp7WwBAeDUOwaSXNzle6gKohwN4
SAZ5eNyx45Mh8VI4woL 1BipLogrJRoK6dxFKWgHRMuUBROCLGU|5PI
OoxybQH_Tom3gAA

Token bindings for both TLS
connections conveyed

Browser




Token Binding for OpeniD Connect

Draft: OpenlD Connect X = =+ -
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OpenID Connect Token Bound Authentication 1.0 - draft 01

Abstract

OpenlID Connect 1.0 is a simple identity layer on top of the OAuth 2.0 protocol. It enables Clients to verify the identity of the End-User
based on the authentication performed by an Authorization Server, as well as to obtain basic profile information about the End-User in
an interoperable and REST-like manner.

This specification enables OpenID Connect implementations to apply Token Binding to the OpenID Connect ID Token. This
cryptographically binds the ID Token to the TLS connections over which the authentication occurred. This use of Token Binding
protects the authentication flow from man-in-the-middle and token export and replay attacks.

Table of Contents

1. Introduction
1.1. Requirements Notation and Conventions
1.2. Terminology
2 OpenlID Connect Token Binding Representation
3. OpenID Connect Token Binding Actions
4. Phasing in Token Binding and Preventing Downgrade Attacks

A Utilizes thelnclude -
Referred - Token -
Binding - ID header

A Binds the ID Token to
the Token Binding ID
the browser uses
between itself and the
Relying Party

A Uses token binding_hash
abh € YSYOSNJ
confirmation claim
ocnf €
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http://httpbin.org/
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PingAccess

Relying Party (RP)

https://rp.example.io:3000

A Showing a bound:
I ID Token SSO
I Session Cookie

2

N

PingFederate’
Identity Provider (IDP)

https://idp.example.com

@ chrome

Browser




Unauthenticated access request to RP
_ O A Is redirected for SSO

C [D https://rp.example.io:3000/headers

¥ General
Request URL: https://rp.example.io:3088/headers
Reguest Method: GET
Status Code: ©* 382 Authenticating
Remote Address: 127.0.0.1: 3000
Referrer Policy: origin

r Response Headers view source
Content-Length: @
Date: Mon, 17 Apr 2017 17:17:12 GMT
Include-Referred-Token-Binding-ID: true
Location: https://idp.example.com:443/as/authorization.oauth2?response_type=id_token&response_mode=form_post&client_id=PA&re
direct_uri=https%3A%2F%2Frp.example. 10%3A3080%2Fpa%2Foidc%2Fcbistate=eyl6aXA101JERUY1LCIzdWZmaXgi0idSeEVxYUY 1LCIhbGei0idkaX
TilCI1bmMi0iJBMTIA0RIDLUATMjU2Iiwia2 LkIjoiMWALiT0. . qlg2Tm—DH_Pd2mGgzKCCHO. KMa7ww3h30_jVae_dGCANDmK jmid Q807 TLAMuwnwbm@IaYao fVT

alvuGxKNZUE@yynhGVgKRrKjMzs@xIMBeGHg . jBrFYh_gPBdtjWrcO7ulTO&nonce=LyNcHiNbYwnB3RkoPxKZMeeevhuQyalcF2z@2EcYZNALscope=openid%
28profile%s2@address%20email%20phone

Set-Cookie: nonce.yxEqaF=518ff2d1-5408-4477-8380-81cd3e32cdla; Path=/; Secure; HttpOnly
X-Frame-Options: DENY

* Request Headers view source
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */+;q=0.8
Accept-Encoding: gzip, deflate, sdch, br
Accept-Language: en-US,en;q=0.8
Cache-Control: max-age=@
Connection: keep-alive
Host: rp.example.ic: 3808
Referer: https://idp.example.com/
Sec-Token-Binding: AIkAAQBEQKzyIrmcY_YCtHVoSHButESvrGfFdyl _YKTZFFIvEEjrZsKDIb9FRzSExDs 1twTanASTIMIRBumuihhI 9xgxXKkADIMT j20xf
RirSZNOczn3faelh 1LY 7—cVIbGr LGXRVF2 Tg@mbt Yt AKGxiEX1TNVRUe52VeY gkHN_nxeR2Z1IRgTncAAA
Upgrade-Insecure-Requests: 1

User-Agent: Mozillas5.8 (Macintosh; Intel Mac 05 X 10_12_4) AppleWebKit/537.36 (KHTML, 1like Gecko) Chromes57.@.2987.133 Safa
ri/537.36




¥ General
Request URL: https://idp.example.com/as/authorization.oauth2?response_type=id_token&response_m

- Ll
ode=form_post&client_id=PA&redirect_uri=https%3A%2F%2Frp.example. i0%3A30008%2F pat2 Foidc%?Fcb&sq A
ate=eyl6aXAi01JERUYiLCIzdWZmaXgi0il5eEVxYUYilCIhbGei0ilkaXTilCI 1brMi0iJBMTI406]DLUNTM U2 iwia2) u e n I Ca I O n re q u eS
1kIjoiMWeifQ..qlg2Tm-DH_Pd2mGgzKCCHO . KMq7ww3h30_jVee dGCANbmK] m:idQBD?TLAMuwr\wmeIaYnf‘JTaLquxK;
NZUE@yynhGVaKRrKjMzs@xJIMBeCGHg. jBrFYh_gPBdt jWrc87ulTO&nonce=LyNcHiNbYwnB3@koPxKZMeeevhulQyalcF2z
B2EcY2NALscope=openid%2@profiles2@addresss28email%28phone

Request Method: GET | to th e I D P
Status Code: @ 280 0K

Remote Address: 127.0.8.1:443
Referrer Policy: origin

® &  Jsgnon x \ Brian
¥ Response Headers view source

Cache-Gontrol: no—cache, no-store < C | A Not Secure hitps://idp.example.com/as/authorization.oauth2?
Content-Length: 6848

Content-Security-Policy: referrer origin

Content-Type: text/html; charset=utf-8

Date: Mon, 17 Apr 2017 17:17:12 GMT

Expires: Thu, @1 Jan 1878 00:08:00 GMT

Pragma: no—cache

Set-Cookle: PF=9XEHqUwGyP7V985rcqKilZ; Path=/;Secure;HttpOnly
X-Frame-Options: SAMEORIGIN

¥ Request Headers view source
Accept: text/html,application/xhtml+xml, application/xml;g=0.9, image/webp,*/+;g=0.8
Accept-Encoding: gzip, deflate, sdch, br
Accept-Language: en-U5,en;g=0.8
Cache-Control: max-age=0
Connection: keep—alive
Host: idp.example.com
Referer: https://idp.example.com/
Sec-Token-Binding: ARIAAQBBQCTsI1D1sTagomvT_2H_dihNIvuHICHGiHPIchPawiNbGrOo26-2JaT_IsbvZd4daDFbir
YBIw]-TK1rhBFz rC-psA0J21168JhsnglMGad1iBhSVsIcKWLdwI7 xLmdnwy 7 bg@MpolhetT4Uv_hog3%yYmhHpINtXWnm
01Uc-kcBBFT-AAAAECAEFA rPIiuZx] 9gK@dWhIcGe3 r2-sZ8VILX9gpN1BUm_oG0tmwoP 1v@VHNIHEOZW3B0qcBLVUZVEG

6a6KGE]3GrFcqQBADFrrimz1TI2T2e12hBtEzv] t01y7ONav3BhaytiTdoBuyM2ZsvMd@z@5uT-UBzfq@K7VCU4EhGYRT 1)
ywDEUSTAAA |

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 10_12_4) AppleWebKit/537.36 (KHTML, like Ge
cko) Chrome/57.8.2987.133 Safari/537.36

]

¥ Query String Parameters view source view URL encoded |
response_type: id_token |
response_mode: form_post [
client_id: PA ‘ Phgtintey
redirect url: https://rp.example.io:38088/pa/oidci/ch

state: eylbaXAi0iJERUYILCIzdWZmaXgi0il5eEVxYUYiLCIhbGeci0ilkaXIilCIlbmMi0iIBMTI408IDLUATMjUZIiwi
a21kIjoiMWRif0. .qla2Tm—DH_Pd2mGgzKCCHY . KM Tww3h30_jVee_dGCANBMKjmidQBD7 TLAMuwWwWomaIaYofyTalvuG
xKNZUE@yynhGVqKRrKjMzs@xIMBeGHg. jBrFYh_gPBdt jWrc87ulTQ

nonce: LyNcHiNbYwnB3@koPxKZMesevhulQyalcF2z@2ECY2NA

scope: openid profile address email phone




¥ General
Request URL: https://rp.example. io:3008/pa/oidc/cb
Request Method: POST
Status Code: © 382 Found
Remote Address: 127.8.@.1:3000
Referrer Policy: origin

¥ Response Headers view source
Cache-Control: no—cache, no-store
Content-Length: @
Date: Mon, 17 Apr 2017 17:18:17 GMT
Expires: &
Location: https://rp.example. io:3808/headers
Pragma: no-cache
Set-Cookle: nonce.yxEqaF=; Path=/; Expires=Thu, 81-Jan-1570 80:00:08 GMT
Set-Cookie: PA.pa=eylraWli0iIxailsImFsZyI6TkVTMIUZI iwicGkuc3IpljoiTmZsZ3VATkZWNLdieWsybXICTHAMMTctZXplIng. eylzdWIi0iTI0X2xaYz
FBOBMyZXNiMBIX0z0tTiwiaXNzIjoicGEILCIRY2N Le3NTAGIrZWa 10m51bGwsImF1ZCI6INBhIiwiYXVBaF98aWl 1l joxNDkyNDOSNDKILCIuYWIlIjoi0nlpY
Wag02FtcGIlbGwiLlCljbmY 1i0ns 1dGlel joic3VNdXhoX@ lsclAtWnIgMzNMdVFPUTVyWDAZOWNEOmUtd30y ZGY20nIVUSI9LCI LleHALDJEROTIONDKINTcsImlh
dCIGMTO5Mi080TO5NywiZWlhaWwililicmlhbkBleGFtcGxlLmNvbSIsImp@aSIalj Iy0DOwN20xLWEINJMtNDF 1YS@4MDFmLT 1IN gyYzk2NjQ20C]19. _ihgF2
BLYOZIvngSrAFLWS TEgH-zUHAbeTiAaFBqGBStDgQF rk9kzxKmZoTcZBUbs k2oQMt81eET-yLL91LyBQ; Path=/; Secure; HttpOnly
X-Frame-Options: DENY

¥ Request Headers view source
Accept: text/html,application/xhtml+xml, application/xml;g=0.9, image/webp,+/ =; g=0.8
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;g=0.8
Cache-Control: max-age=0
Connection: keep-alive
Content-Length: B92
Content-Type: application/x—www-form-urlencoded
Cookie: nonce.yxEqaF=5187f9d1-54b8-4477-B388-B1cd3e32cdla
Host: rp.example.io: 3808
Origin: https://idp.example.com
Referer: https://idp.example.com/
Sec-Token-Binding: AIkAAgBBOKzyIrmcY_YCtHVoSHButG9vrGfFdyl YKTZTFIveBj rZsKD9b9FRzSBxDs 1twTgnASTIMIRBumuihhI9xqxXKkAQKY 7 nw2La
KHzNHTBOBRrNzLiSeLSQFgIjgMj@gCFO0bMoNysSxmxgBOHCDGF LWwwhW rd40nX2jhDpeS5rGRMFP_huEAAA
Upgrade-Insecure-Requests: 1
User-Agent: MozillasS.@ (Macintosh; Intel Mac 05 X 1@8_12_4) AppleWebKits537.36 (KHTML, like Geck
ri/537.36

ome,/57.8.2987.133 Safa

¥ Form Data view source view URL encoded
id_token: eyJhbGci0iJFUzIINiIsImtpZCIGINBTdkRIaj ZUOkB3bDBz TENRNGLzOm@if (. eylzdWIi0iIaX2x@YzFBO@MyZXNjM@IX0z0tIiwibmFtZSIGIk:
yaWFuIENhbXBiZWxsI iwiZWlhaWwiDilicmlhbkBleGFtcGx1LmNvbSIsImF1ZCI6ILBBIiwianRpljoiNTBLSThMRmVaUFM@OQXBHR Lp2dVVyRSIsImlzcyI6Im
h@dHBz0 LwwXC9pZHAUZXhhbXBs Z55] b2@ilCIpYX0i0j EROTIONDRAOTesImVAcCIGMTOSM ) 0@0TUINywicGkuc3pljoiTmZsZIVATRIWN1dieWBybXICTHAMM
TctZXpIIiwibmBuY2Ui0iIMelsjSGL0Y L13bkIzMGtvUHNLWK1 LZWV2aHVREWEXY®Yyej AyRWNZMKSBI iwiYXVBaF90aW11lIjoxNDkyNDQ5SNDk3LCIjbmYiOnsi

dGJoljoic3VNdXhoX@lsclAtknlgMzNMdVFPUTVyWDAZOWNETOmUtd3Qy2ZGY zQnIVUSI9T0. GEQswZj4Zex_ZBByvAbLlBEplYZ9Bux3ACT31rBhXE2VOQKk_FyDnz
Uxxml2P30R-Gtib_EJbl6Z7KzZexwhOEjA

state: ey]6aXAi0iJERUYILCIzdWZmaXgi0il5eEVxYUYiLCIhbGci0ilkaXIilC11bmMi01IBMTI408IDLUNTMIU2Tiwia21kIjoiMWRif]. .qlo2Tm-DH_Pd2
mGgzKCCHD. KMgTww3h30_jV@e_dGC4NbmK jmidQ8D7 TLAMuwnwbm@IaYofVTalvuGxKNZUERyynhGVaKRrK jMzs@xIMBeGHg. jBrFYh_gPBdtiWrc37ulTQ

ID Token
delivered to RP

HEADER: ALGORITHM & TOKEN TYPE

"alg": "ES256"
"kid": "pSvDHj6TBO718sLHQ4isBm"

PAYLOAD: DATA

{
"sub”: "4_ltcTACCZesc3BWC4-",
"name": "Brian Campbell”
"email": "brian@example.com”,
"aud": "PA",
"jti": "S5BKIBLFeZPS4ApGFZvulrg",
"iss": "https://idp.example.com",

"iat": 1492449497,

"exp": 1492449557,

"pi.sri”: "NflgutNFV7WbyoZmrBLwL17-ezI"

"nonce" :
"LyNcHiNbYwnB38koPxKZMeeevhuQyalcF2zB2ECYZNA",

"auth_time": 1492449497,

"enf": {

"tbh" :

'suMuxh_I1rP-Zrj33LuQ0Q5rX839cmBe-wt2df3BruQ”



Authenticated
access to RP



