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Web Authentication using Asymmetric Keys

1. User goes to Web Si 4. User gesture authorizes use of key
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2. User chooses to login with key

3. Site asks authenticator to use key
>

5. Authenticator signs response with ke
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%. Site verifies signature and logs user in  Authenticator

Web Site
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AAnN Authenticator is an abstraction that
A Can securely use private keys for authentication
A Will only use those keys when prompted by a user gesture

AWhat kinds of places might keys for an authenticator be?
ATPM on laptop
A Secure element on phone D D

A Storage on connected authenticator device
A Encrypted by the authenticator and held elsewhere for it

AWhat kinds of user gestures might prompt user of keys?
A Biometric
APIN F ©®

A Touch
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AAuthenticators
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Akeep a private key private and sign witlg providing proof of possession
Aonly use the key when authorized by a user gesture



The Standards Making it Possible

AW3C Web Authentication (WebAuthn)

AEnables sigin with methods stronger than passwords
Awith authenticators using securely held private keys
Athat use the private key only with user permission
Awhich is given to the authenticator with a user gesture
Asuch as a biometric or PIN.

AFIDO 2.0 Client to Authenticator Protocol (CTAP)
ACan be used with WebAuthn
Ato enable use of remote authenticators
Asuch as those on mobile phones or connected devices
Ato be used when signing in.



|Is WebAuthn for the first or second factor?

Alt is forfor both use cases

AWhen first factor, user is logged in directly using authenticator
ARequires that the user gesture be specific to the user

AWnhen second factor, authenticator augments first factor
AThe first factor is often a traditional username/password
AThe second factor tests user presence, but need not be-gpsecific
AThis is the way that existing U2F devices are used



Example first factor user experience

AUsing Windows Hello to log into my Surface 4
AThis is using a Microsedieveloped protocol predating WebAuthn
A (Microsoft donated this protocol to the FIDO Alliance to use as they saw fit)

AWindows 10 implements the authenticator and stores the key

AThe user gesture used is facial recognition
ACould also be a fingerprint or PIN
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Signed In and transitioning to desktop




Example second factor user experience

AUsing Yubic&’ubiKeyas second factor for a Google account
AThis is using the FIDO U2F protocol predating WebAuthn and FIDO 2.0

AThe authenticator is attached by a USB port

AThe user gesture is touching a capacitive touch sensor
ANote that this is not usespecific, since anyone could successfully touch it



Prompt for first factor (password)
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Prompt for second factor (authenticator)



