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Web Authentication using Asymmetric Keys
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2.  User chooses to login with key

3.  Site asks authenticator to use key

4.  User gesture authorizes use of key

5.  Authenticator signs response with key

6.  Site verifies signature and logs user in
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ÅAn Authenticator is an abstraction that
ÅCan securely use private keys for authentication
ÅWill only use those keys when prompted by a user gesture

ÅWhat kinds of places might keys for an authenticator be?
ÅTPM on laptop
ÅSecure element on phone
ÅStorage on connected authenticator device
ÅEncrypted by the authenticator and held elsewhere for it

ÅWhat kinds of user gestures might prompt user of keys?
ÅBiometric
ÅPIN
ÅTouch
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ÅAuthenticators
ÅŘƻƴΩǘ ŜȄǇƻǎŜ ŀƴȅ ǎŜŎǊŜǘǎ ƭƛƪŜ ǇŀǎǎǿƻǊŘǎ ǘƘŀǘ Ŏŀƴ ōŜ ǎǘƻƭŜƴ ƻǊ ƎǳŜǎǎŜŘ

Åkeep a private key private and sign with it ςproviding proof of possession

Åonly use the key when authorized by a user gesture



The Standards Making it Possible

ÅW3C Web Authentication (WebAuthn)
ÅEnables sign-in with methods stronger than passwords
Åwith authenticators using securely held private keys
Åthat use the private key only with user permission
Åwhich is given to the authenticator with a user gesture
Åsuch as a biometric or PIN.

ÅFIDO 2.0 Client to Authenticator Protocol (CTAP)
ÅCan be used with WebAuthn
Åto enable use of remote authenticators
Åsuch as those on mobile phones or connected devices
Åto be used when signing in.



Is WebAuthn for the first or second factor?

ÅIt is for for both use cases

ÅWhen first factor, user is logged in directly using authenticator
ÅRequires that the user gesture be specific to the user

ÅWhen second factor, authenticator augments first factor
ÅThe first factor is often a traditional username/password

ÅThe second factor tests user presence, but need not be user-specific

ÅThis is the way that existing U2F devices are used



Example first factor user experience

ÅUsing Windows Hello to log into my Surface 4
ÅThis is using a Microsoft-developed protocol predating WebAuthn

Å(Microsoft donated this protocol to the FIDO Alliance to use as they saw fit)

ÅWindows 10 implements the authenticator and stores the key

ÅThe user gesture used is facial recognition
ÅCould also be a fingerprint or PIN
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Signed in and transitioning to desktop



Example second factor user experience

ÅUsing Yubico YubiKeyas second factor for a Google account
ÅThis is using the FIDO U2F protocol predating WebAuthn and FIDO 2.0

ÅThe authenticator is attached by a USB port

ÅThe user gesture is touching a capacitive touch sensor
ÅNote that this is not user-specific, since anyone could successfully touch it



Prompt for first factor (password)



Prompt for second factor (authenticator)


